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1 Preface

Audience

Network Engineers

Network Administrator

Obtain Technical Assistance

Ruijie Networks Websites: https://www.ruijienetworks.com

Ruijie Service Portal: https://caseportal.ruijienetworks.com

Welcome to report error and give advice in any Ruijie manual to Ruijie Service Portal
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2 Product Introduction

2.1 Cloud-managed Access Points

Reyee cloud-managed access point is a high performance for indoor/outdoor/wall scenarios. Compliant with 802.11ac wave2
Wi-Fi protocol, cloud-managed series access points support MU-MIMO dual stream technology.
The industrial product design makes the product is simple to install and maintenance.

Cloud-managed access points support self-organizing network.

Provide better performance based on Dual-band Wi-Fi
Supports 2.4GHz and 5GHz dual-band communication, providing access rate of 400Mbps at 2.4GHz, 867Mbps at 5GHz and
up to 1267Mbps per AP. It can provide 5GHz frequency band with less interference, wider channel, and faster speed for the

terminals, allowing the users to enjoy excellent wireless experience.

Seamless Layer 3 Roaming
The device supports Layer 3 roaming for the complex Layer 3 network. When users move across the Layer 3 networks,

seamless roaming can be achieved without service interruption.

Support Self-organizing networking feature

Self-organizing networking feature, which breaks through the product limitations and realizes auto-discovery, auto-networking
and auto-configuration between routers, switches, and wireless APs without the need for controllers or Internet access. With
the mobile app, users can quickly complete the device deployment and configuration, remote management, operation and
maintenance of the entire network, which greatly reduces the investment of equipment cost, labor cost and time cost in the

process of wireless network construction.
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2.2 Reyee Switch

Reyee switches are designed to offer reliable and professional choices to businesses of all sizes. Unmanaged switches are
well suited for businesses requiring no management or monitoring of their LAN, smart/L2 switches provide a cost-effective
solution for small and medium-sized businesses, and L3 managed switches provide a scalable and stable solution for large
organizations, campus networks and ISP networks.

Ruijie Cloud App/ Ruijie Cloud Platform Remote Management

The Reyee managed switches not only support web interface management, but also support life time free Ruijie Cloud App
and Ruijie Cloud platform remote management. Users can view the network status, modify the configuration, and
troubleshooting at home. In addition, the PoE port can be restarted remotely to restart the faulty POE camera. With the mobile

app, users can quickly complete the device deployment and configuration, remote management, operation and maintenance
of the entire network, such as NVR/ Camera recognition, configure VLAN, real time monitoring, real time alarm, and reboot
remotely , which greatly reduces the investment of equipment cost, labor cost and time cost in the process of wireless network

construction.

Self-Organizing Networking Feature
Self-organizing networking feature, which breaks through the product limitations and realizes auto-discovery, auto-networking
and auto-configuration between routers, switches, and wireless APs without the need for controllers or Internet access.

Full-Power PoE Supporting POE Cameras at Maximum Capacity
Ruijie Reyee smart surveillance switches support full-power PoE output, powering PoE network cameras for all PoE ports
simultaneously. Whether it is day or night, the infrared light of the camera is on or off, it can ensure that all POE network cameras

are powered.

2.3 EasyGate Series Router

Ruijie Reyee RG-EG series Router is a cloud managed router designed for villas and smart home, restaurant, small offices,
homestay hotel. it is affordable, small and easy to use, but at the same time comes with 500M-600M bandwidth and supporting

up to 200 terminals.

RG-EG series can perform per-port VLAN configuration to achieve port isolation, and integrate with smart flow control to achieve
comprehensive network planning and perform local and remote network diagnosis.

2.4 EST310 Bridge

5GHz wireless bridge, including 2 devices for the recorder-end and camera-end, paired by default without
requiring any configuration, 1 100M LAN port, up to 867Mbps throughput, built-in directional antenna,
support one-to-many bridging, EWeb/ Ruijie Cloud app management, 12VDC and 24VDC non-standard
PoE, wall-mounted/ pole-mounted installation
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3 Daily Maintenance

3.1 Device Login

eWeb is a Web-based network management system that manages or configures devices. You can access eWeb via browsers
such as Google Chrome.

Web-based management involves a Web server and a Web client. The Web server is integrated in a device, and is used to
receive and process requests from the client, and return processing results to the client. The Web client usually refers to a

browser, such as Google Chrome IE, or Firefox.

Network Topology
As shown in the figure below, you can access the eWeb management system of an access or aggregation switch via a PC

browser to manage and configure the device.
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[ e e e s |

Reyee Switch

PC

1) Set PC’s IP assignment mode to Obtain an IP address automatically.
2) Visit http://192.168.110.1 by Chrome browser.
3) Enter the password on the login page and click “Login”.

Default Password: admin
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Ruijie

Hi, EG205G

Forgot Password? [ Engish v|

For the Reyee EG device, you may use either 192.168.110.1 or 10.44.77.254 to access the device.
For the Reyee switches, you may use 10.44.77.200 to access the device.

For the Reyee AP, you may use either 192.168.120.1 or 10.44.77.254 to access the device.

For the EST, you may use 10.44.77.254 to access the device.

The default login password for all Reyee devices is admin.

You may visit https://10.44.77.253 to login to the master device of Reyee network.

3.2 Change Password

Login to the master device and choose Network = Password to change the device password.


https://10.44.77.253/
https://10.44.77.253/
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‘ Reyee > Ruijie OMACC = Download App & Network Setup @ Network Check 5 Alarms  [3 Exi
& Overview
Device Password

® Online Clients o Change the device password. Please log in again with the new password later. @
[A Gateway * Old Password =
7= Wireless : * New Password ®
(2 Switches * Confirm Password ®
% Network %

Time

Password

Scheduled Reboot

Reboot & Reset
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3.3 Factory Reset

Option 1: Press the “Reset” button on the device for more than 5 seconds to factory reset the device.

Option 2: Login to the eWeb of the device reset all device in the network.

2 u,jle ‘ Reyee > Ruijie OMACC = Download App £ Network Setup @& Network Check g Alarms  [3 Exit

& Overview

0 Network Management @
@ Online Clients

0 The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.

[# Gateway

= Wirel . | Network Management

5 ireless

2\ Switches Action  Reboot

& Network X Option Unbind Account (The devices of this account will be removed from MACC and will not be managed by this account).
Password

Scheduled Reboot

Reboot & Reset
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4 Quick Provisioning

4.1 Quick provisioning via Ruijie Cloud APP

Network Topology

Reyee Router

Reyee Switch
Reyee AP
&
Q Phone
1) If your mobile phone does not have the Ruijie Cloud App installed, please search “Ruijie Cloud” on App Store and

install it on your mobile phone. Below is an example of searching “Ruijie Cloud” on Google Play Store. Tap INSTALL to install

the App directly.

2) Ruijie Cloud App provides a quick start to Create Network and Add Device. You can follow the steps below to finish

provisioning.

Stepl: Connect to the Wi-Fi with Reyee AP.
Step2: Choose the SSID of “@Ruijie_mXXXX”.
Step3: Check all the devices are detected.
Step4: Add the project name and password.
Step5: Finish the WAN configuration.

Step6: Add the wireless configuration.

Step7: Finish all the configuration.
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Step8: Devices all online in Ruijie Cloud.

Project Q °

My Shared Project Case

ReyeeOnlineDemo @ @

&1 @1 On-site| Cloud

Reyee321
&
@1 @1 81 On-site] Cloud
X Choose How to Create Project
— =
=) -
Scan or enter SN Connect to WiFi
< Basic Config

Project Config
Project Name
TestRY

Management Password

04

Discover Device Can not find device?

3 devices are detected.

tches are not disy

< Choose How to Create Project <
Connect Wi-Fihome
Please connect to the WiFi: Unmar

Lettermorb

|

@Ruijie;xxxx
|
Last 4 digits of device MAC

Wait until = appears, and return to Ruijie Cloud App to

continue.
OK
|
< Basic Config
Project Config » WAN Config
Link1(WANO)
PPPoE DHCP Static IP
)
172.18.158.150

Subnet Mask

255.255.255.0

Gateway

172181581

DNS Server

192.168.58.95

05

intecnot

RAP1200(€)

i’ sl

< Add WiFi

Please enter the SSID and password.
SSID

Reyeetest

Open O

Save

06
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< Add succeeded

Add succeeded

* Wi-F @Ruljie-m1in

Enter Project

< TestRY

Q

Uptime

0d 0h

Onéine Devices:3 3
Oifine Devices0 (g

£52260C-9

[ ]
W
RAP1200(E)

User Experience
No Data

Tool Kit Hotel Config

08

4.2 Quick provisioning via Reyee EWeb

Network Topology

£
o
-

Reyee Router

Reyee Switch

PC

< TestRY

Q

Hotel Projec

Excellent

(i) New report is ready for the project °

Online Devices: 3 3
Offline Devices: 0 (%4
Topology

== -

|

£52266C-P

o
¥
RAP1200(E

User Experience

Tool Kit Hotel Config

09
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Step 1: Login to Reyee EWeb (http://192.168.110.1), the local devices will be discovered automatically.

Discover Device

Ruijie

Total Devices: 2.

Please make sure that the device count and topology are correct. The unmanaged switch will not appear in the fist
Net Status ( Online Devices / Total )
2 1 171
Internet Gateway Switches
My Network
New Device (2 devices)
Model SN IP Address MAC

ﬂmmy EG105G [Master] 1234567890123 192.168.110.1 00:D0:F8:11:11:11

tch RG-ES226GC-P

GINWI12E000307

192.168.110.223 00:D0:F8:20:99:99

Rediscover

E
0/0
APs

Software Ver
EG_3.0(1)B11P30,Release(07181202)

ESW_1.0(1)B1P2,Release(07181013)

Step 2: Create a network based on the actually scenario (PPPOE/DHCP/Static IP Address).

Create Network

Ruijie

* Network Name
* Password

IP Assignment

* 1P Address

* Submask

* Gateway

* DNS Server

*SSiD

* Time Zone

Reyee
PPPOE | DHCP @ Static IP Address| currentip

urrent Settings: DHCP

172.18.158.150

255.255.255.0
17218.158.1
192.168.58.95
Reyee666
Encrypted

© Open

(GMT +8:00)Asia/Shanghai

Previous Create Network & Connect

Refresh &

(0]

3 it

e


http://192.168.110.1/
http://192.168.110.1/
http://192.168.110.1/
http://192.168.110.1/
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° Operation
succeeded.
« Project Name: Reyee

* SSID: Reyee666
o Password:  rufiel23

Redirecting...

Step 3: Login to your Ruijie Cloud Account.

Network Setup

Please enter your Ruijie Cloud account to log in.

@ testdemo
& -
| have read and agreed to the Privacy Policy

Step 4: Select the project type.
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Ru e Network Setup

° Select Template

Please select the project type.

Project Type
Office Hotel
o = You can add WLAN, wired network, and enable loop prevention, DHCP Snooping and flow control by ane click
otel ©
ccv
Othe o
= Preview
Typical topology ASImple horet

A project pre— WD 7 securiy gateway

+Hotel network plarring

| Configure the switch for the camera connection
<

@ ; 5|
7
U -
o
= o=== . o
—_— — — _—=
— ’: i e, v {Dwnde the configured swrich ports nto vans. =
R VT
= = e e
o T T
ik i e
Howcontrol & FTVaccess P 14, 353 e o (
™ e L

IEES5 192.168.110.1 AIEAL... W

Step 5: Enable the services as you need and apply the config.

I?u ’j”'e Network Setup

&«) Select Template 70 Enable Services

Topology < refresh & Reyee Hotel

8 Gateway:1 B Switch1 BAC: 0 BAP: 0

% VLAN Management on AP

oTir ag 10 1T the topolog: "X X X @  Succeeded 1o generate the actual topology. Click Refresh to update. X
You can enable the following services according to your requirements.
1. Configure Network
g Wired Network WLAN

+Add (Divide VLAN) | +Add (WiFi)

1 Hotel WLANSs are configured and can be enabled.

= Reyee666
N: 12341 » IP Segment192.168.125.2-192.168.125.250 Dynamic  VLAN: 125

= Guest WiFi

(
IP Segment192.168.130.2-192.168.130.250 Dynamic ~ VLAN: 130 "

2. Configure Function

Smart Flow Control IPTV

Limit the network speed of clients Connect modem and gateway, and

Back
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Ru’j,’é Network Setup

Initial SetupgGompleted!
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5 Reyee EG Series Router Configuration

5.1 WAN Load balance

The load balancing function distributes the data to multiple WAN interfaces to avoid the traffic congestion and provide

redundancy.

Network Topology

& O

Reyee Router

PC

Configuration Steps
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Step 1: Choose Gateway > Basics > WAN

lu’l’e | Reyee > Ruijie OMACC =3Download App & Network Setup @ Network Check 7 Alarms 3 Exit
& Overview
Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 () Reboot
@ Online Clients e EG105G MAC: 00:DO0:F8:11:11:11
Device Overview  Basics ~ Security ¥ Behavior ¥ VPN Advanced ¥  Diagnostics ¥ System ™

= Wireless . WAN Settin - @

0 Configure W/ LAN

Single Line Dual-Line

*IP Assignment  Static IP Address

[\ Switches

= Network

*IP Address  172.18.158.150 0]
* Submask 255.255.255.0
*Gateway = 172.18.158.1

*DNS Server | 192.168.58.95

Advanced Settings

Save

Step 2: Configure the WAN interface accordingly
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Ruijie | Reyee > Ruie

OMACC E3Download App & Network Setup @ Network Check g Alarms 3 Exit
5% Overview
) ) Hostname: Ruijie MZI; ;i}[?(:l;:bﬂo:\z)” IP Address: 172.18.158.150 @ Reboot

@ Online Clients ©EG105G : 00:DO0:F8:11:

[3 Gateway Device Overview  Basics Security Behavior VPN Advanced ¥  Diagnostics System

wWireless WAN Settings

Configure WAN settings. @
2\ Switches
= Network 2
WAN WANT1 ISP/Load Settings
* IP Assignment Static IP Address
*IP Address  172.18.158.150 @

* Submask 255.255.255.0
*Gateway = 172.18.158.1

*DNS Server  192.168.58.95

Advanced Settings

Save

Step 3: Choose ISP/Load Settings, and configure the load mode and interface weight

1. Balanced mode: The traffic will be spread across multiple links according to the weight of each WAN port. For example,
if WAN and WAN1 weight are set to 3 and 2 respectively, 60% of the total traffic will be routed over WAN and 40% over WANL1.
2. Primary & secondary mode: All traffic is routed over the primary interface. Once the primary interface fails, traffic will

be switched over to the secondary interface. If there are multiple primary and secondary interfaces, please configure their
weight (See balanced mode).
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R U’jTe ‘ Reyee > Ruijie

OMACC = Download App 4 Network Setup @& Network Check fzf Alarms  [3 Exit
5% Overview
' . Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 @ Reboot
@ Online Clients © EG105G MAC: 00:D0:F8:11:11:11
A Gateway Device Overview  Basics Security Behavior ¥ VPN v~ Advanced ¥  Diagnostics v System v
= Wireless ‘
reie WAN Settings
Configure WAN settings. @
[\ Switches
= Network
WAN WAN1 ISP/Load Settings

| Load Balancing Settings

Traffic will be routed based on ISP settings preferentially. The remaining traffic will be managed according to load mode.

1. Balanced mode: The traffic will be spread across multiple links according to the weight of each WAN port. For example, if WAN and WANT1 weight are set to 3 and 2
o respectively, 60% of the total traffic will be routed over WAN and 40% over WAN1.

2. Primary & secondary mode: All traffic is routed over the primary interface. Once the primary interface fails, traffic will be switched over to the secondary interface. If

there are multiple primary and secondary interfaces, please configure their weight (See balanced mode).

Load Mode ~ Balanced

Balancing Policy = Based on Link

If you fail to access online bank service, please
select Based on Src IP Address.

*WAN Weight = 100

*WANT1 Weight = 100

|
A

Step 4: Save the configuration
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2 Overview

@ Online Clients

[ Gateway

= Wireless -
[Z Switches

= Network

Hostname: Ruijie MZI; ;é)sgt;iio:f}” IP Address: 172.18.158.150 @ Reboot
© EG105G o
Device Overview  Basics ¥  Security ¥  Behavior > VPN ~  Advanced ¥  Diagnostics System
WAN Settings
Configure WAN settings. @
WAN WAN1 ISP/Load Settings

| Load Balancing Settings

Traffic will be routed based on ISP settings preferentially. The remaining traffic will be managed according to load mode.

1. Balanced mode: The traffic will be spread across multiple links according to the weight of each WAN port. For example, if WAN and WAN1 weight are set to 3 and 2
0 respectively, 60% of the total traffic will be routed over WAN and 40% over WAN1.

2. Primary & secondary mode: All traffic is routed over the primary interface. Once the primary interface fails, traffic will be switched over to the secondary interface. If
there are multiple primary and secondary interfaces, please configure their weight (See balanced mode).

Load Mode = Balanced

Balancing Policy Based on Link

If you fail to access online bank service, please
select Based on Src IP Address.

*WAN Weight 100

*WAN1 Weight = 100

i
Save i

5.2 IPsec VPN

Networking Requirements

The HQ and branch routers use static IP addresses. The HQ router needs to verify the IP address of the branch router.

Network Topology



Reyee Series Implementation Cookbook

Gi0/5: 192.168.33.56 Gi0/6: 192.168.33.235

GID/S

Routers in the HQ and branch
132.168.2.0 both use static IP addresses. 192.168.1.0

Configuration Key Points

1. Configure router A in the HQ as the IPsec server.

2. Configure router B in the branch as the IPsec client.

3. Keep parameter settings at both ends consistent. The parameter settings in this case are as follows:
Authentication mode: pre-shared key, with the key set to ruijie.

IKE algorithm: 3DES-MD5, DH2

IPsec negotiation scheme: ESP(3DES-MD5)

Configuration Steps

Step 1: Configure the HQ router. Choose Gateway — VPN — IPSec — Add to add a policy.
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lU'j’e ‘ Reyee > Ruijie OMACC =3Download App & Network Setup @ Network Check g Alarms 3 Exit
5% Overview
Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 @ Reboot
@ Online Clients e EG105G MAC: 00:D0:F8:11:11:11
[ Gateway Device Overview  Basics ~ Security ¥ Behavior ¥ VPN ~ Advanced ¥ Diagnostics ¥ System ~
= Wireless : ) _ _ I IPSec I
IPSec Security Policy IPSec Connection Status
[\ Switches B ”
IPSec Security Policy
Note: Example: IP address/number of subnet mask bits. @
== Network - Tip: If it is set to 192.168.110.x/24, the address range is from 192.168.110.1 to 192.168.110.254.
| Policy List + Add

Upto 1 entries can be added.
Policy Type Policy Name Peer Gateway Local Subnet Peer Subnet Status Action

No Data

Step 2: Configure the server site’s subnet and pre-shared key. For building VPN with other Reyee EG series routers, you may
keep the default setting of “Set IKE Policy” and “Connection Policy”; For other devices, the parameters need to be configured

accordingly.

Edit
Policy Type Client © Server

* Policy Name

Interface

*Local Subnet | 192.168.110.0/24

* Pre-shared ruijie

Key

Status Q

1. Set IKE Policy

2. Connection Policy

Can(el m

Step 3: Configure the branch router. Fill in the Peer Gateway (HQ’s public IP address or domain), Local Subnet, Peer Subnet

and Pre-shared Key (need to be the same as HQ’s key)
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Edit
Policy Type @ Client
* Policy Name

* Peer Gateway

Interface

* Local Subnet | 192.168.1.0/24)

* Peer Subnet  192.168.110.0/24

*Pre-shared  ruijie

Key

status @D

1. Set IKE Policy

2. Connection Policy

5.3 Smart Flow Control

Reyee Smart Flow Control is a feature used to avoid congestion by optimizing user traffic. The working principle is shown as
below: when the total user traffic is low than the maximum WAN bandwidth, the rate limit policy will not be applied, every user
will get the required bandwidth; However, when the total user traffic exceeds the maximum WAN bandwidth, the user-based
rate limit will take effect. The total WAN bandwidth will be equally allocated to every user. For example, If there are 10 users in
the network, the total user traffic is 200Mbps and WAN bandwidth is 100Mbps, every user will get 10Mbps bandwidth after

enabling the smart flow control feature.

Configuration Steps

Step 1: Choose Gateway — Advanced — Flow Control and enable the feature.
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‘ Reyee > Ruijie OMACC £3Download App & Network Setup @ Network Check 4 Alarms  [3 Exit
&% Overview
Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 @ Reboot
@ Online Clients © EG105G MAC: 00:D0:F8:11:11:11
@ Gatewa Device Overview  Basics ™ Security Behavior VPN Advanced ~ Diagnostics ¥ System
y
= Wireless Routing
Smart Flow Control
B — Flow Control
2 Switches T
Smart Flow Control Session Limit
Adjust the bandwidth allocated to each user according to the user cc . @
% Network " Port Mapping
| Smart Flow Control Local NS

Smart Flow Control

If you want to test the WAN speed, please disable smart flow control first.

Save

Step 2: Fill in the WAN bandwidth and Save the configuration.

’u,j’e ‘ Reyee > Ruijie OMACC E3Download App & Network Setup @ Network Check g Alarms  [3 Exit
& Overview
Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 @ Reboot
@ Online Clients © EG105G MAC: 00:D0:F8:11:11:11
[ Gateway Device Overview  Basics Security ¥ Behavior VPN » Advanced ¥ Diagnostics System ~
= Wireless
Smart Flow Control

[Z Switches

Smart Flow Control

Adjust the bandwidth allocated to each user according to the user count. @
= Network

I Smart Flow Control

Smart Flow Control

@ f you want to test the WAN speed, please disable smart flow control first.

WAN Bandwidth *Up 100 Mbps *Down 100 Mbps

Save

5.4 Port Mapping

Application Scenario

A customer deploys a server on the LAN and enables the HTTP or other services. The server address is a private address.
WAN users can neither access this address directly nor use services provided by the server. In this case, you can enable the

port mapping function to allow WAN users to access the LAN server.
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For example, the server address is 192.168.1.20 and HTTP is enabled. As the server address is a private address, WAN users
cannot directly access the HTTP service provided by the server. In this case, you can map the server address and server ports
to a public network address on the EG device so that WAN users can access the HTTP service provided by the server.

Networking Requirements

1. The WAN lineis asingle 10 Mbps fixed line. The address is 122.133.2.22, subnet mask is 255.255.255.0, and DNS address
is 218.85.157.99.

2. There is a remote desktop server on the LAN. The IP address of the server is 192.168.1.20. If the LAN server needs to be
accessed from the WAN, port mapping is required to map the interfaces of the LAN server to the public network. Network

Topology

Crm o g )

1

~\ WAN user

i0/0 ’ Gateway: 192.168.1.1|

|

.‘ = ‘ ’Access switch |

| server |

Figure 1

Configuration Steps

Step 1: Choose Gateway — Advanced — Port Mapping
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'U,j’e ‘ Reyee > Ruijie OMACC =Download App & Network Setup @ Network Check & Alarms  [3 Exit
% Overview
Hostname: Ruijie SN: 1234567890123 IP Address: 172.18.158.150 () Reboot

@ Online Clients e EG105G MAC: 00:D0:F8:11:11:11
B Gateway Device Overview  Basics ¥ Security ¥ Behavior ¥ VPN ¥ Advanced ~  Diagnostics ¥ System »
= Wireless v ) Routing

Port Mapping NAT-DMZ

—_— Flow Control
[2\ Switches
= o Port Mapping Session Limit @
= Network ¥ Port Mapping

| Port Mapping List Local DNS + Add [i7 Delete Selected

Upto 50 entries can be added.

External IP
Name Protocol External Port Internal IP Address Internal Port Action
Address
No Data
Total 0 10/page n Gotopage 1

Step 2: Add a new Policy

* Name
Protocol

External IP Address

* External Port/Range

*Internal IP Address 192.168.1.20

* Internal Port/Range

Internal IP Address: Indicates the IP address of the server.
Internal Port/Range: Indicates the port for the server that is to provide external services.

External IP: Indicates the IP address of a WAN port.
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External Port/Range: Indicates the target WAN service port of port mapping.

6 Reyee NBS Series Switch Configuration

6.1 VLAN Setting

A virtual LAN (VLAN) is any broadcast domain that is partitioned and isolated in a computer network at the data link layer.
VLANs work by applying tags to network frames and handling these tags in networking systems — creating the appearance and
functionality of network traffic that is physically on a single network but acts as if it is split between separate networks. In this
way, VLANs can keep network applications separate despite being connected to the same physical network, and without
requiring multiple sets of cabling and networking devices to be deployed.

Configuration Steps:

Step 1: Choose Switches — Manage to configure the switch

Reyee > Ruijie English OMACC = Download App £ Network Setup Network Check & Alarms Exi
'I ) = 2 fal

&% Overview
Switch List

®Online Clients o View switches in the current network.

[2 Gateway | Switch List 1 Delete Offline Devices Batch Upgrade
= Wireless Action Hostname IP Address MAC Status Model Software Ver SN
Switches RG-
Manage ES226 & 192.168.110.224 00:D0:F8:20:99:99 Online ES226... ESW_1.0(1)B1P2,Release(07181013) GTINW12E000307
P
== Network NBS32
Ruijie & 192168110193 30:0D9ES30FET  Online  48GT4. SWITCH 3.0(1)811P30Release(071811118E  G1PD49X00172B
B
Total 2 10/page n Gotopage 1

Step 2: Choose VLAN and Add a new VLAN
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Hostname: Ruijie SN: G1PD49X001728B
. 1
© NBS3200- IP Address: 192.168.110.192 ) Reboot
48GT4AXS-P MAC: 30:0D:9E:53:0F:E1
Home JVLAN | Monitor ¥  Ports v Security ¥ Advanced * Diagnostics ¥ System ™
| VLAN List @ + Batch Add + Add il Delete Selected

Up to 4094 entries can be added.( The default VLAN, management VLAN, native VLAN, svi Vlan and access VLAN cannot be deleted.)

VLANID = Description Port Action
1 VLAN0001 Gi1-2,Gi5-48,Te49-52,Ag1 Edit
Total 1 10/page - Go to page 1
Port List ’ & Batch Edit

*VLAN ID: Range: 1-4094

Description:  IT departmant Max: 32 characters.

Step 3: Assign the new VLAN to ports.
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Hostname: Ruijie SN: G1PD49X00172B
. 1
© NBS3200- — IP Address: 192.168.110.192 O Reboot
48GT4XS-P I
Home VLAN Monitor ¥  Ports ¥  Security ~ Advanced ~ Diagnostics ¥ System

Click to Collapse the list.

| VLAN List ’ + Batch Add + Add fif Delete Selected

Up to 4094 entries can be added.( The default VLAN, management VLAN, native VLAN, svi Vlan and access VLAN cannot be deleted.)

VLANID = Description Port Action
1 VLANO0001 Gi1-2,Gi5-48,Te49-52,Ag1 Edit
10 IT departmant - Edit Delete
Total 2 10/page n Gotopage 1
PortList @ £ Batch Edit
Port Port Mode Access VLAN Native VLAN Permit VLAN Action
Gil ACCESS 1 - - Edit
Gi2 ACCESS 1 - - Edit
Gi3 Member port of Ag1.

Gi4 Member port of Agl.
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Batch Edit

Port Mode:  Access Port

* Access VLAN:

* Select Port: 1

. Available _'V J Une Iplink [ Copper i 7\ Fiber

1T 3 5 7 9 N 13 15 17 19 21 23

ol o ol ol ol ol ol ol o
TREYVYYY yYFEW

2 4 6 8 10 12 14 16 18 20 22 24) (26 28 30 32 34 36

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Cancel “

6.2 Access Control List (ACL)

An access control list (ACL) is also referred to as firewall or packet filter in some documents. The ACL controls (permits or

discards) data packets on a network device interface by defining ACEs (Access Control Entries).
Configuration Steps:

Step 1: Choose Switches — Manage to configure the switch
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’ Ulj’e ‘ Reyee > Ruijie OMACC = Download App 4 Network Setup @ Network Check  zf Alarms  [3 Exi
5% Overview
Switch List
@ Online Clients View switches in the current network.
[ Gateway | Switch List 1@ Delete Offline Devices Batch Upgrade
= Wireless Action Hostname IP Address MAC Status Model Software Ver SN
Switches RG-
Manage ES226 & 192.168.110.224 00:D0:F8:20:99:99 Online ES226... ESW_1.0(1)B1P2,Release(07181013) GTNW12E000307
gz p
=== Network NBS32..
Ruijie & 192.168.110.193 30:0D:9E:53:0F:E1 Online  48GT4... SWITCH_3.0(1)B11P50,Release(07181111,m G1PD49X00172B
P
Total 2 10/page n Gotopage 1
[
Step 2: Choose Security — ACL to enter the ACL management page
Hostname: Ruijie SN: G1PD49X00172B IP Address: 192.168.110.193 @ Reboot
© NBS3200- MAC: 30:0D:9E:53:0F:E1 o
48GT4XS-P
Home VLAN  Monitor ™ Ports v Security ~  Advanced ™ Diagnostics ¥ System v
DHCP Snooping
ACL List ACL Binding
Storm Control
ACL ACL + Add il Delete Selected
Port Protection
Upto 512 entries can be added.
ACL Name ACL Type Status Action

No Data

Total 0 10/page - Gotopage 1

Step 3: Click the “Add” button to add an ACL



Reyee Series Implementation Cookbook

© NBS3200-
48GT4XS-P

Hostname: Ruijie

Home VLAN  Monitor ¥  Ports ¥

ACL List ACL Binding

ACL
Upto 512 entries can be added.

ACL Name

Total 0 10/page -

Step 4: Fill in the ACL name and type to create an ACL

* ACL Name:

ACL Type:

Step 4: Click “Details” to configure the ACL rule.

SN: G1PD49X00172B IP Address: 192.168.110.193
MAC: 30:0D:9E:53:0F:E1

O Reboot

Security ¥ Advanced ¥  Diagnostics ¥ System ¥

+ Add T Delete Selected

ACL Type Status Action

No Data

Go to page 1

Based on MAC © Based on IP Address
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Hostname: Ruijie SN: G1PD49X00172B IP Address: 192.168.110.193

1

© NBS3200- MAC: 30:0D:9E:53:0FE1 @ e
48GT4XS-P

Home VLAN Monitor ¥  Ports ™ Security ¥ Advanced ~ Diagnostics ¥ System ™

ACL List ACL Binding

ACL + Add T Delete Selected

Upto 512 entries can be added.
ACL Name ACL Type Status Action

ACL10 Based on IP Address Inactive Edit Delete

Total 1 10/page - Gotopage 1

[ACL10]Settings
ACL: Block © Allow

IP Protocol Number: [ All

Src IP Address: All
192.168.10.0 / 255.255.255.0
(Address/Submask)
Dest IP: & All

Existing ACL: (You can click and drag the ACL number to swap the ACL)

Control
No. Rule o Action

Type

No Data Available
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[ACL10]Settings X
ACL Name: ACL10

ACL: Block © Allow
IP Protocol Number: [ All
Src IP Address: [ All

Dest IP: All

Existing ACL: (You can click and drag the ACL number to swap the ACL)

No. Rule Control Action
Type
[Src IP Address] 192.168.10.0/255.255.255.0
1 [Dest IP] All Allow Edit Delete
[IP Protocol Number] All

Step 5: Bind the ACL to the interface.
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Hostname: Ruijie SN: G1PD49X00172B
© NBS3200- IP Address: 192.168.110.193 @ Reboot

MAC: 30:0D:9E:53:0F:E1
48GT4XS-P ea00DIEs

Home VLAN Monitor ¥  Ports ¥  Security ¥  Advanced ¥  Diagnostics ¥ System v

ACL List ACL Binding

ACL Binding
The device only filters incoming packets.

| ACL Binding + Batch Add T Unbind Selected
Port MAC-based ACL IP-based ACL Action
o - -
Gi2 = - Edit
Gi3 Member port of Ag1.
Gi4 Member port of Ag1.
Gi5 =2 = Edit
Gi6 = = Edit
Gi7 = = Edit
Gi8 = = Edit
Gi9 o = Edit
Gi10 = - Edit

Edit

MAC-based ACL: No Data

IP-based ACL:

Cancel
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6.3 Port Isolation

Port isolation implements layer-2 isolation of packets. After port isolation is enabled (which is disabled by default), data cannot
be forwarded between isolated ports.

Configuration Step:

Step 1: Choose Switches — Manage to configure the switch

lu,j’e ‘ Reyee > Ruijie OMACC 5Download App & Network Setup @ Network Check 7 Alarms (3 Exi

&% Overview
Switch List

® Online Clients o View switches in the current network.

[A Gateway I Switch List T Delete Offline Devices Batch Upgrade
= Wireless Action Hostname IP Address MAC Status Model Software Ver SN
Switches RG-
Manage ES226 & 192.168.110.224 00:D0:F8:20:99:99 Online ES226... ESW_1.0(1)B1P2,Release(07181013) G1NW12E000307
- P
=== Network NBS32...
Ruijie & 192.168.110.193  30:0D:9E:53:0F:E1 Online  48GT4... SWITCH_3.0(1)B11P30,Release(0718111 lm G1PD49X00172B
P
Total 2 10/page - Gotopage 1

Step 2: Choose Security — Port Protection to configure the port isolation
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© NBS3200-
48GT4XS-P

Hostname: Ruijie

Home VLAN  Monitor ™ Ports

o Port Protection

| Port List

Port
Gil
Gi2
Gi3
Gi4
Gi5
Gi6
Gi7
Gi8
Gi9

Gi10

Total 53 10/page - 2

Step 3: Enable the Port Isolation on Ports.

SN: G1PD49X001728B

MAC: 30:0D:9E:53:0F:E1

Security ~ Advanced v

DHCP Snooping

The protected ports are isolated from e, Storm Control

ACL

Port Protection

Diagnostics

Go to page

IP Address: 192.168.110.193

© Reboot

System ~

& Batch Edit

Action

Member port of Ag1.

Member port of Ag1.

1
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© Operation succeeded.
Hostname: Ruijie S T UTURUUTTED wonaaress 192.168.110.193 @ Reboot
© NBS3200- MAC: 30:0D:9E:53:0F:E1
48GT4XS-P
Home VLAN Monitor v  Ports ¥  Security ~ Advanced ¥  Diagnostics ¥ System
Port Protection
The protected ports are isolated from each other.
| Port List & Batch Edit
Port Action
Gi21
Gi22
Gi23
Gi24
Gi25
Gi26
Gi27 [ @)
Gi28 a
Gi29
Gi30
Total 53 10/page < 1 2 n a4 5 6 > Gotopage 3
@

6.4 DHCP Snooping

In the DHCP-enabled network, the general problem facing administrator is that some users use private IP addresses rather
than dynamically obtaining IP addresses. As a result, some users using dynamic IP addresses cannot access the network,
making network application more complex. In dynamic DHCP binding mode, the device records how legal users obtain IP

addresses during the course of DHCP Snooping for security purpose.

Enabling DHCP Snooping helps filter DHCP packets. Only forwards DHCP request packets to the trusted port and DHCP
response packets from the trusted port. The port connected to the DHCP server is configured as the trusted port generally

Configuration Steps

Step 1: Choose Switches — Manage to configure the switch



Reyee Series Implementation Cookbook

’u’j’e ‘ Reyee > Ruijie OMACC E3Download App 4 Network Setup @ Network Check 7 Alarms  [3 Exit
&% Overview
Switch List
® Online Clients View switches in the current network.
[ Gateway I Switch List [l Delete Offline Devices Batch Upgrade
7 Wireless - Action Hostname IP Address MAC Status Model Software Ver SN
ES226 & 192.168.110.223  00:D0:F8:20:99:99 Online  ES226... ESW_1.0(1)B1P2,Release(07181013) GTNW12E00030°
o P
=== Network NBS32...
192.168.110.192 30:0D:9E:53:0F:E1 Offline  48GT4...  SWITCH_3.0(1)B11P30,Release(07181111)  G1PD49X00172E
P
Total 2 10/page - Gotopage 1
Step 2: Choose Security — DHCP Snooping to configure the DHCP snooping
Hostname: Ruijie SN: G1PD49X00172B IP Address: 192.168.110.193 ® Reboot
© NBS3200- MAC: 30:0D:9E:53:0F:E1 i
48GT4XS-P
Home VLAN Monitor ¥ Ports ¥ Security ~  Advanced * Diagnostics ~ System v
DHCP Snooping
DHCP Snooping
o Description: Enabling DHCP Snooping  Storm Control svice only forwards DHCP request packets to the trusted port
and DHCP response packets from the tr
Note: The port connected to the DHCP ACL 2d port generally.
Port Protection
DHCP Snooping: @D
Option 82:
Select Trusted Port:
. Available Unavailable = Aggregate [ Uplink Copper | Fiber

@

1T 3 5 7 9 1 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 [45 47

ol o ol ol ol ol ol ol ol ol ol ol ol ol ol ol ol ol O ol ol o

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Save

Step 3: Enable the DHCP and select the trusted port (the port connect to a DHCP server )
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Hostname: Ruijie SN: G1PD49X00172B IP Address: 192.168.110.193 @ Reboot
® NBS3200- MAC: 30:0D:9E:53:0F:E1
48GT4XS-P

Home VLAN Monitor ¥  Ports ¥  Security ¥  Advanced ¥  Diagnostics ¥  System v

DHCP Snooping

0 Description: Enabling DHCP Snooping helps filter DHCP packets. The device only forwards DHCP request packets to the trusted port
and DHCP response packets from the trusted port.
Note: The port connected to the DHCP server is configured as the trusted port generally.

DHCP Snooping:@

Option 82:

Select Trusted Port:

.Available Unavailable - Aggregate [ Uplink Copper [ Fiber

1 3 5 7T 9 71 13 15 17 19 21 23 25 27 29 31 33 35 37 39 4 43 47 49 51

ol o ol ol e ol ol ol el ol o ol el ol ik bl

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Save

6.5 Link Aggregation

Link aggregation is a technology to combine multiple network connections in parallel in order to increase throughput and provide

redundancy in case one of the links should fail.

AP1
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Configuration Steps

Step 1: Choose Switches — Manage to configure the switch

lu'l’e ‘ Reyee > Ruijie OMACC = Download App £ Network Setup @ Network Check & Alarms  [3 Exit
&% Overview
Switch List
® Online Clients View switches in the current network.
[@ Gateway | Switch List 1 Delete Offline Devices Batch Upgrade
foli=tcss : Action Hostname IP Address MAC Status Model Software Ver SN
ES226 & 192.168.110.223 00:D0:F8:20:99:99 Online ES226... ESW _1.0(1)B1P2,Release(07181013) GTNW12E00030°
P
== Network NBS32...
192.168.110.192 30:0D:9E:53:0F:E1 Offline  48GT4..  SWITCH 3.0(1)B11P30,Release(07181111)  G1PD49X00172E
P
Total 2 10/page n Gotopage 1
Step 2: Choose Ports — Aggregate Ports to configure the link aggregation
Hostname: Ruijie SN: G1PD49X00172B
. 1
© NBS3200- y R IP Address: 192.168.110.193 O Reboot
: 30:0D:9E:53:0F:E1
48GT4XS-P R .
Home VLAN  Monitor ¥  Ports ~  Security ¥ Advanced ~ Diagnostics “ System ¥

Basic Settings

Global Settings  ———

Load Balance = Src &I PortMirroring

Algorithm: Rate Limiting

PoE

Aggregate Port Settings

Up to 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.

Step 3: Fill in the aggregate port number and select the port member.
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Global Settings

Load Balance = Src & Dest MAC

Algorithm:

Save

Aggregate Port Settings

Upto 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.

Select All
Agl [il Delete Selected
I* Aggregate Port: [ 2 ] |

* Select Member Ports

.Avaflabie Unavailable C Aggregate [ Uplink J Copper Fiber

3: 5 7 25 27 29 31 33 35 37 39 41 43 45 47

1
| ol ol ol ol ol ol o ol ol ol o

Lt b L L TPy Y yEFEyy
2

4 6 8 10 12 14 1 26 28 30 32 34 36 38 40 42 44 46 48

Note: You can click and drag to select on ports. Select All Inverse Deselect

Save

6.6 Storm Control

When there are excessive broadcast, multicast or unknown unicast data flows in the LANs, the network speed decreases and
packet transmission timeout greatly increases. This is called LAN storm, which may be caused by topology protocol execution

errors or incorrect network configuration.

Users can perform storm control separately for the broadcast, multicast, and unknown unicast data flows. When the rate of
broadcast, multicast, or unknown unicast packets received by the device port exceeds the specified rate, the number of packets
allowed per second, or the number of kilobits allowed per second, the device transmits packets only at the specified rate, the
number of packets allowed per second, or the number of kilobits allowed per second, and discards packets beyond the rate
range, until the packet rate becomes normal, thereby avoiding flooded data from entering the LAN and causing a storm.

Configuration Steps

Step 1: Choose Switches — Manage to configure the switch
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’u’j’e ‘ Reyee > Ruijie OMACC E3Download App 4 Network Setup @ Network Check 7 Alarms  [3 Exit
&% Overview
Switch List
® Online Clients View switches in the current network.
[ Gateway I Switch List [l Delete Offline Devices Batch Upgrade
7 Wireless N Action Hostname IP Address MAC Status Model Software Ver SN
ES226 & 192.168.110.223 00:D0:F8:20:99:99 Online ES226... ESW_1.0(1)B1P2,Release(07181013) GTNW12E00030°
. P
=== Network NBS32...
192.168.110.192 30:0D:9E:53:0F:E1 Offline  48GT4...  SWITCH_3.0(1)B11P30,Release(07181111)  G1PD49X00172E
P
Total 2 10/page - Gotopage 1
Step 2: Choose Security — Storm Control, and click Batch Edit
Hostname: Ruijie SN: G1PD49X00172B IP Address: 192.168.110.193 @ Reboot
© NBS3200- MAC: 30:0D:9E:53:0F:E1 €hoo
48GT4XS-P
Home VLAN Monitor ¥  Ports ¥  Security ~ Advanced ¥  Diagnostics ¥ System »~
DHCP Snooping
Port List & Batch Edit [ Delete Selected
Storm Control
ACL " . P
Port Bn Aulticast Unknown Unicast Action
Port Protection
No Data
Total 0 10/page n Go to page 1

Step 3: Fill in the threshold value and select the port
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Batch Edit

Config Type: By Packet Count @ By Traffic Volume

Broadcast: 10000 [@ kbps Range: 16-1000000

Unknown Multicast: kbps Range: 16-1000000

Unknown Unicast: kbps Range: 16-1000000

* Select Port:

.Available 9 Unavailable 1] Aggregate |l Uplink |8l Copper

1 3 & 7 9 71 1385 17 19 21 23 25 27 29 31 33 35

ol o ol ol ol ol ol e ol ol o o ol o o
TRYVYYY YYFYYY Py YEEEy

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Can(e' -
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7 Reyee ES Series Switch Configuration

7.1 VLAN Setting

A virtual LAN (VLAN) is any broadcast domain that is partitioned and isolated in a computer network at the data link layer.
VLANs work by applying tags to network frames and handling these tags in networking systems — creating the appearance and
functionality of network traffic that is physically on a single network but acts as if it is split between separate networks. In this
way, VLANs can keep network applications separate despite being connected to the same physical network, and without
requiring multiple sets of cabling and networking devices to be deployed.

Configuration Steps:

Step 1: Choose Switches — Manage to configure the switch

F Reyee > Ruijie English OMACC = Download App & Network Setup Network Check & Alarms Exit
’l j = - o

&% Overview
Switch List

® Online Clients o View switches in the current network.

/A Gateway I Switch List 10 Delete Offline Devices Batch Upgrade
= Wireless Action Hostname IP Address MAC Status Model Software Ver SN
ES226 & 192.168.110.223  00:D0:F8:20:99:99 Online  ES226... ESW_1.0(1)B1P2,Release(07181013) GINW12E00030°
P
== Network NBS32...

192.168.110.192 30:0D:9E:53:0F:E1 Offline  48GT4...  SWITCH 3.0(1)B11P30,Release(07181111)  G1PD49X00172E

Total 2 10/page - Gotopage 1

Step 2: Enable the VLAN settings (disabled by default)
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&% System Info @ Basic Settings O Upgrade

ISuppon VLAN Settings b Panel View T Refresh O Reboot

1T 3 5 7 9 1 13 15 17 19 21 23

ol o ol ol o ol ol o o

4 6 8 10 12 14 16 18 20 22 24 25 26

Hostname: ES226 §

- MACC Status: Connected
- Model: RG-ES226GC-P
Svs Software Ver: ESW_1.0(1)B1P2,Release(07181013)

SN: GTNW12E000307
MAC: 00:D0:F8:20:99:99
IP Address: 192.168.110.223
. Submask: 255.255.255.0
WAN Gateway: 192.168.110.1
DNS Server: 192.168.110.1

Monitor Info

Port Statistics >
Cable Diagnostics >
MAC List >

Step 3: Add a VLAN member
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&% System Info

1 Enable
2 Enable
3 Enable
4 Enable
3 Enshla

Port Mirroring @
Static MAC @
Search by MAC
DHCP Snooping ®

VLAN Settings

VLAN Member @

No.

VLAN Settings

QoS Settings

Rate Limitina

(- PN s P
© Add operation succeeded.
1 Enable
2 Enable
3 Enable
4 Enable
IS Enahla

Port Mirroring @
Static MAC @
Search by MAC
DHCP Snooping @

VLAN Settings

VLAN Member @

Step 3: Assign the new VLAN member to ports.

@ Basic Settings O Upgrade
Auto-Negotiation 1000M/Full-Duplex Disable Disable
Auto-Negotiation Disconnected Disable Disable
Auto-Negotiation 1000M/Full-Duplex Disable Disable
Auto-Negotiation Disconnected Disable Disable
AutaNanntiatinn 10NOM /Bl Pinlay Nicshla Nicshla

>
>
>
>
v
)
Delete Selected
VLAN ID Action
1

>
>

@ Basic Settings O Upgrade

Auto-Negotiation 1000M/Full-Duplex Disable Disable

Auto-Negotiation Disconnected Disable Disable

Auto-Negotiation 1000M/Full-Duplex Disable Disable

Auto-Negotiation Disconnected Disable Disable

Avta_Nanntiatinn ANNONA/Endl_Nuinlav. Nicahla Nicahla

Delete Selected
VLAN ID Action
1
10 Delete
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&% System Info @ Basic Settings O Upgrade

4 Enable Auto-Negotiation Disconnected Disable Disable

s Enahla Auta-Nanntiatinn AONONA /Ell_Niinlav. Nicahla Nicahla
Port Mirroring @ >
Static MAC @ >
Search by MAC >
DHCP Snooping @ >

VLAN Settings

VLAN Member @ >

VLAN Settings v

*Rort; [Pon 1ok Type Access
Port 19 X

Port 21 x
Port 20 x

Permit * Native
Port VLAN Type Permit VLAN Native Vian
1 Access 1 1
2 Access 1 1
3 Access 1 1
4 Access 1 1
5 Access 1 1

7.2 Port Isolation

Port isolation implements layer-2 isolation of packets. After port isolation is enabled (which is disabled by default), data can be
forwarded only between uplink ports and downlink ports, and downlink ports cannot forward packets to each other.
Configuration Steps

Step 1: Choose Switches — Manage to configure the switch
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lu’j’e ‘ Reyee > Ruijie OMACC E3Download App & Network Setup @ Network Check 7 Alarms [ Exit

&% Overview
Switch List

® Online Clients 0 View switches in the current network.

[ Gateway I Switch List [l Delete Offline Devices Batch Upgrade
7 Wireless Action Hostname IP Address MAC Status Model Software Ver SN
ES226 & 192.168.110.223  00:D0:F8:20:99:99 Online  ES226... ESW_1.0(1)B1P2,Release(07181013) GTNW12E00030°
o P
=== Network X NBS32...
192.168.110.192 30:0D:9E:53:0F:E1 Offline  48GT4...  SWITCH_3.0(1)B11P30,Release(07181111)  G1PD49X00172E
P
Total 2 10/page - Gotopage 1

Step 2: Choose Basic Settings — Port Isolation to enable the Port Isolation

&& System Info I @ Basic Settings I O Upgrade

Loop Protection @

I Port Isolation @ I

Port Settings

Port Settings @ >
Port Mirroring @ >
Static MAC @ >
Search by MAC >
DHCP Snooping @ >

QoS Settings
Rate Limiting >
Storm Control >

PoE Settings

PoE Settings >

7.3 DHCP Snooping

In the DHCP-enabled network, the general problem facing administrator is that some users use private IP addresses rather
than dynamically obtaining IP addresses. As a result, some users using dynamic IP addresses cannot access the network,
making network application more complex. In dynamic DHCP binding mode, the device records how legal users obtain IP

addresses during the course of DHCP Snooping for security purpose.
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Enabling DHCP Snooping helps filter DHCP packets. Only forwards DHCP request packets to the trusted port and DHCP
response packets from the trusted port. The port connected to the DHCP server is configured as the trusted port generally
Configuration Steps

Step 1: Choose Switches — Manage to configure the switch

lu'j’e ‘ Reyee > Ruijie OMACC = Download App & Network Setup & Network Check pjAlarms  [3 Exit
&% Overview
Switch List
® Online Clients o View switches in the current network.
Switch List 1il Delete Offline Devices Batch Upgrade
[ Gateway
foMlilcss : Action Hostname IP Address MAC Status Model Software Ver SN
ES226 & 192.168.110.223 00:D0:F8:20:99:99 Online ES226... ESW _1.0(1)B1P2,Release(07181013) GTNW12E00030°
P
== Network NBS32...
192.168.110.192 30:0D:9E:53:0F:E1 Offline  48GT4...  SWITCH_3.0(1)B11P30,Release(07181111)  G1PD49X00172E
P
Total 2 10/page n Gotopage 1
Step 2: Choose Basic Settings — DHCP Snooping, and enable the setting.
&% System Info @ Basic Settings O Upgrade

Loop Protection @
Port Isolation @

Port Settings

Port Settings @ >
Port Mirroring @ >
Static MAC @ >
Search by MAC 25
DHCP Snooping @ ¥

IDHCP Snooping: @D I

Trusted Port: [] phrase.all_select

Port 1 Port 2 Port 3 Port 4 Port 5
Port 6 Port 7 Port 8 Port 9 Port 10
Port 11 Port 12 Port 13 Port 14

Port 15 Port 16 Port 17 Port 18

Port 19 Port 20 Port 21 Port 22

Port 23 Port 24 Port 25 Port 26

Save

Step 3: Select the trusted port and save the configuration
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5% System Info @ Basic Settings O Upgrade

Loop Protection @
Port Isolation @

Port Settings

Port Settings @ >
Port Mirroring @ >
Static MAC @ >
Search by MAC >
DHCP Snooping ® v

DHCP Snooping: @D

Trusted Port: @ phrase.all _select

Port 1 Port 2 Port 3 Port 4 Port 5
Port 6 Port 7 Port 8 Port 9 Port 10
Port 11 Port 12 Port 13 Port 14

Port 15 Port 16 Port 17 Port 18

Port 19 Port 20 Port 21 Port 22

Port 23 Port 24 Port25 | @& Port 26

-l

7.4 Speed Rate Limit

Rate limiting feature is used to limit the transmit speed rate on a specific port.

Configuration Steps:

Step 1: Choose Switches — Manage to configure the switch

’U'j’e ‘ Reyee > Ruijie OMACC = Download App & Network Setup & Network Check pj Alarms  [3 Exit
5% Overview
Switch List
@ Online Clients 6 View switches in the current network.
Switch List il Delete Offline Devices Batch Upgrade
2 Gateway
= Witeless - Action Hostname IP Address MAC Status Model Software Ver SN <
ES226 & 192.168.110.223 00:D0:F8:20:99:99 Online ES226... ESW_1.0(1)B1P2,Release(07181013) GTNW12E00030°
&= p
=== Network NBS32...
192.168.110.192 30:0D:9E:53:0F:E1 Offline  48GT4..  SWITCH 3.0(1)B11P30,Release(07181111)  G1PD49X00172E
P
Total 2 10/page n Gotopage 1

Step 2: Choose Basic Settings — Rate Limiting, and fill in the Port, Type, Status and Rate information.
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&% System Info @ Basic Settings O Upgrade

Loop Protection @
Port Isolation @

Port Settings

Port Settings @ >
Port Mirroring @ >
Static MAC @ >
Search by MAC >
DHCP Snooping @ >
QoS Settings
Rate Limiting .

* Port Type All

Status  Enable Rate | 10d

Port Rx Speed (Mbps) Tx Speed (Mbps)

1 No Limit No Limit

2 No Limit No Limit

3 No Limit No Limit

4 No Limit No Limit

5 No Limit No Limit
Storm Control >
PoE Settings
PoE Settings >

7.5 Storm Control

When there are excessive broadcast, multicast or unknown unicast data flows in the LANs, the network speed decreases and
packet transmission timeout greatly increases. This is called LAN storm, which may be caused by topology protocol execution

errors or incorrect network configuration.

Users can perform storm control separately for the broadcast, multicast, and unknown unicast data flows. When the rate of
broadcast, multicast, or unknown unicast packets received by the device port exceeds the specified rate, the number of packets
allowed per second, or the number of kilobits allowed per second, the device transmits packets only at the specified rate, the
number of packets allowed per second, or the number of kilobits allowed per second, and discards packets beyond the rate

range, until the packet rate becomes normal, thereby avoiding flooded data from entering the LAN and causing a storm.

Configuration Steps:

Step 1: Choose Switches — Manage to configure the switch
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RUJIE | > wie

OMACC =S Download App 4 Network Setup & Netwol

heck pfAlarms [3Exit

&% Overview
Switch List

® Online Clients View switches in the current network.

[ Gateway I Switch List [l Delete Offline Devices Batch Upgrade
7 Wireless - Action Hostname IP Address MAC Status Model Software Ver SN
ES226 & 192.168.110.223  00:D0:F8:20:99:99 Online  ES226... ESW_1.0(1)B1P2,Release(07181013) GTNW12E00030°
o v P
=== Network NBS32...
192.168.110.192 30:0D:9E:53:0F:E1 Offline  48GT4...  SWITCH_3.0(1)B11P30,Release(07181111)  G1PD49X00172E
P
Total 2 10/page - Gotopage 1
Step 2: Choose Basic Settings — Rate Limiting, and fill in the Port, Type, Status and Rate information.
5% System Info @ Basic Settings O Upgrade
Direction = In
* Dest Port
Src Port Direction Dest Port Action
No Data
Static MAC @ >
Search by MAC >
DHCP Snooping @ >
QoS Settings
Rate Limiting >
Storm Control v
*Port  Port1 x Type = Broadcast

Status

Enable

Unknown Unicast Unknown Multicast

Port Broadcast (Mbit/sec) T . —
1 Disable Disable Disable
2 Disable Disable Disable
3 Disable Disable Disable
4 Disable Disable Disable
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8 Reyee AP Configuration

8.1 Wi-Fi Setting

The Wi-Fi Settings module allows you to configure the Wi-Fi pomewaters.

lu’j 1@ | Revee > Ruijie OMACC E3Download App & Network Setup @ Network Check i Alarms 3 Exit
5% Overview
WiFi Settings Guest WiFi WiFi List Healthy Mode
@ Online Clients
@ +iv: changing configuration requires a reboot and willforce online clients to go offline ®

[ Gateway
= Wireless | WiFi Settings Device Group:  Default

APs *SSID  Reyeel23 @

Clients Frequency 24G + 5G

WiFi

Encryption  Open

Advanced

LAN Ports

LED Active Time  All Time
[\ Switches

VLAN  Default VLAN

“= Network

Hide SSID (The SSID is hidden and must be manually entered.)

s WiFi network will be isolated.)

Client Isolation
5 Prior (The SG-supported client will access 5G radio preferentiall
Layer-3 Roamming The client will keep his IP address unchanged in this WiFi network)
Device Group: Choose the AP group, the following setting will only be applied to the chosen group.
SSID: The Wi-Fi name which the APs broadcasted.

Frequency: Choose the radio which the following setting will be applied to. Both2.4GHz and 5GHz radio will be applied by
default.

Encryption: Choose the encryption mode.

Active Time: Choose the time period that the Wi-Fi signal will be broadcasted.
VLAN: The VLAN number that the WIFI will be associated with.
Hide SSID: The SSID is hidden and must be manually entered.

Client Isolation: The client joining this Wi-Fi network will be isolated, which means the clients cannot be accessed by each

other.
5G Prior: The 5G-supported client will access 5G radio preferentially.

Xpress: The QoS setting will be automatically applied to optimize the game experience.
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8.2 Multiple SSID setting

In some scenario, multiple SSIDs are needed in the network.
Configuration Steps:

Stepl: Choose Wireless — WiFi — WiFi List

lu,j’e Reyee > Ruijie OMACC =jDownload App & Network Setup @ Network Check & Alarms 3 Exit

5% Overview

WiFi Settings Guest WiFi WiFi List Healthy Mode

@ Online Clients

o Tip: Changing configuration requires a reboot and will force online clients to go offline. @
[ Gateway
. = I WiFi List Device Group:  Default + Add
% Wireless
APs Up to 8 SSIDs can be added.
Clients SSID Frequency Encryption Hidden VLAN ID Action
WiFi .
Reyeel123 24G + 5G OPEN No Default VLAN Edit
Advanced
LAN Ports
LED
2 Switches
= Network

Step 2: Choose a Device Group and click the “Add” button
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,u’j 1€ | FRevee ) Ruijie OMACC =3Download App & Network Setup @ Network Check g Alarms 3 Exit
&% Overview
WiFi Settings Guest WiFi WiFi List Healthy Mode
@ Online Clients
o Tip: Changing configuration requires a reboot and will force online clients to go offline. @
2 Gateway
s~ | WiFiList oeceorouy
APs Upto 8 SSIDs can be addefl. Default
. test
Clients SSID Encryption Hidden VLAN ID Action
WiFi .
Reyee123 24G +5G OPEN No Default VLAN Edit
Advanced
LAN Ports
LED
£\ Switches
= Network

Step 3: Fill in the SSID name WiFi related settings

Add

o The configuration will take effect after being delivered to
EAP.

*SSID | ssID2 6]

Frequency | 2.4G + 5G

Encryption Open

Collapse

Active Time | All Time

Default VLAN

Hide SSID (The SSID is hidden and must be manually

entered.)

8.3 AP Group

Reyee APs can be divided into different AP groups with different WiFi settings

Configuration Steps
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Step 1: Choose Wireless — AP and click the “Expand” button

'u,l’e ‘ Reyee > Ruijie OMACC E3Download App & Network Setup @ Network Check 7 Alarms 3 Exit
&% Overview
© ~euist ®
@ Online Clients
| AP List Group: All Groups} Advanced Search List Filter Batch Action
[ Gateway
EL N Model
= Wireless Action  Hostname IP Address MAC Status Clients Software Ver S
APs
! RAP120
Manage Ruijie 192.168.110.203 30:0D:9E:0C:1F:0A Online 0@ 1 AP_3.0(1)B11P26,Release(07172301) CANL(
Clients
WiFi
Total 1 10/page n Gotopage 1
Advanced
LAN Ports
LED
[Z Switches
= Network

Step 2: Click the “+” button to add an AP group

RuUiJIe | o> rie

OMACC =S Download App & Network Setup @& Network Check pj Alarms  [3 Exi

2 Overview

o AP List

@ Online Clients

| AP List

Group: All Groups Collapse Advanced Search List Filter Batch Action v
[ Gateway

= Wireless =

Model
% Group IP Address MAC Status Clients Softwa

All Groups Name

Default Al
192.168.110.203  30:0D:9E:0C:1F:0A Online St 1
Clients Cancel

APs

P_3.
0® AP_3.0(1)B11P26,R
WiFi
Total 1 10/page Gotopage 1
Advanced
LAN Ports

LED

Switches

% Network

Step 3: Move the AP to the new group
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’Ulj’e ‘ Reyee > Ruijie OMACC =3Download App & Network Setup @ Network Check & Alarms  [3 Exit
& Overview
© Aeuist ®
@ Online Clients
| AP List Group: All Groups Collapse Advanced Search List Filter Batch Action v
[2 Gateway
TWi - Model Upgrade Device
= Wireless B Action Hostname IP Address MAC Status Clients
Delete Device
All Groups
Aks Default [0 ] RAP120 Change Group
E Manage Ruijie 192.168.110.203 30:0D:9E:0C:1F:0A Online 1
Clients O(E)
WiFi
Total 1 10/page n Gotopage 1
Advanced
LAN Ports
LED
Switches

Change Group

Select Group Group 1

“ Cancel

8.4 Blacklist/Whitelist

The Blacklist/Whitelist module allows you to configure client blacklist and whitelist.

Blacklist: the devices are added into blacklist will not be able to access the network

Whitelist: only the devices in the whitelist are allowed to access the network

The blacklist and whitelist take effect based on the whole network based or SSID based blacklist/whitelist are not supported.
Configuration Steps

Step 1: Choose Wireless — Clients — Blacklist/Whitelist
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2 u’j’e Reyee > Ruijie OQMACC = Download App £ Network Setup @ Network Check p{Alarms [3

5% Overview

Clients Blacklist/Whitelist

© Blacklist Mode Whitelist Mode

0 All STAs except blacklisted STAs are allowed to access WiFi. @

@ Online Clients
[ Gateway

= Wireless

APs | Blacklist + Add 1 Delete Selected

Upto 30 members can be added.

WiFi
MAC Remark Action
Advanced
No Data
LAN Ports

LED

2\ Switches

= Network

Step 2: Click the “Add” button to add the client's MAC address

*MAC AA:BB:CC:DD:11:221

Cancel m

8.5 Turn on/off LED indicator

The LED indicators on APs could be turned on/off according to the actual requirement.

Configuration Steps:
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Choose Wireless — LED, and turn on/off the LED setting.

2 U'j’e ‘ Reyee > Ruijie OMACC =Download App & Network Setup @ Network Check & Alarms  [3 Exit

&% Overview
LED Status Control
@ Online Clients o Control the LED status of the downlink AP.

[ Gateway Leo @D

= Wireless - Save

APs
Clients
WiFi
Advanced

LAN Ports

LED

[\ Switches

= Network “

9 EST Series Configuration
9.1 Basic Setting

The devices are paired by default and can be used without requiring any configurations.

Change the Admin password

Configuration is uninitialized.

‘Admin Password Not Set: 2 |Click here i change the password.

Country/Region: China (CN) @

Time Zone: (GMT+8:00)Asia/Shanghai @
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Passwaord i

* Password P

* Confirm Password seansssss

Save

Change the country code. Note: After you change the region, all WDS links will be off. If the specified region does not support
the channel settings, the auto channel will be used instead.

Configuration is uninitialized.

Admin Password Not Set: 1 . Click here to change the password

CuumryrReg\orM Please make sure that the country code is set fo the current counfry/region, otherwise the bridge signal may nof be scanned.
Time Zone: (GMT+8:00)Asia/Shanghai @

Ruijie | 7Rcycc Siapou

1} Ovenview

Region
After you change the region, all WDS links will be off. If the specified region does not support the channel settings, the auto channel will be used instead.
£ LAN
| Country/Region
T Wireless
countRegen :]
7 WDS
singapore (SG)
77 Region
Republic of Korea (KR)
, Diagnostics v Indonesia (ID)

Hong Kong (HK)

3% System Tools oo (10)
Australia (AU)
Thailand (TH)

Davictan oIy

Change the Time Zone and NTP server
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VCR (AP) {2 Pair Again JR=lt0e

£} Oveniew
0 Alarm v
LN Configuration is uninitialized.
Hostname Not Set:2. @
2 Wireless v Country/Region: China (CN) @

(s Diagnostics

WDS Group Info WDS Groups 1 %Passvord@ | I Alocation @ | 3¢ 55D @
% Sugtem Tools

Ruifie | ZRcycc k37 2 par oo [T

7} overview Time
Configure and view time (The device has no RTC module. The time settings will not be saved upon reboot) @
£ LAN
Curtent Time  2020-11-17 15:04:16 [0
5 Wireless .
* Time Zone (GMT+8:00)Asia/Shanghai
, Diagnostics
*NTP Server | 0.cn.pool.ntp.org Add
3¢ SystemTools ~
1.cn pool.nip.org Delete
77 Time
cn.pool ntp.org Delete
<7 Management
“+ Update poalnip.org Delete
77 Reboot asia pool.ntp org Delete
europe.pool.ntp.org Delete
rdate darkorb.net Delete

9.2 Devices status monitor

The status of EST310 is shown on overwiew, including channel, WDS SSID, latency, bandwidth, interference, RSSI, link signal,
Rate, Flow and online status.

ZRcyce

VCR (AP) . Pair Again [EEREIeT]

{3 Overview
© Alarm v
8 LAN Configuration is uninitialized
Hostname Not Set: 2. @
s Wireless - Country/Region: China (CN) @

Time Zone: (GMT+8:00)Asia/Shanghai @

Qs Diagnostics

WDS Group Info WDs Groups - 1 3 Password @ | 3¢ IP Allocation @ | 3¢ SSID @
5§ System Tools

? WDS Group1
AP: 1 _ (Ruijie) Channel :52 Latency @ Fluent(1) Jitter(0) Freeze(0) Bandwidth @: Good(1} Medum(0) Poor(0) ~

GPE: 1. (Online: 1, Offline: 0) WDS $SID -@Ruijie-wds-adcc Interference @: Good(1) Medium(0) Poor(0)  RSSI®: Good(1) Medium(0) Poor(0)

Strong Signal: me=  Medium Signal. == Poor Signal; s

< VCR (AP) © Camera (CPE)
& . - = d00Mbps - 675Kbps  RSSI-40db ~ 1@~
§ D £ feeney Ame R —d00Mbps <= 5.07Kbps  Uplime 13Min298ec . AElle 7
S MAC: 30:0d:9e:07:ad:cc S MAC: 30:0d:9e:07:29:88
IP: 172.26.4.155 Online P 172.26.4157 Online

Show more details for the EST310
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Ruijie

ZRcycc

VCR (AP) £ PairAgain JERSIEefel]

N .
{3 overview Device:  Group 1/ CPE / Ruijie (Select a device to view ts detais)
© Alarm
& Lan Configuration is uninitialized. o °
Hosiname Not Set: 2. @
o Lock status: Locked
% Wireless v Country/Region: China (CN) @
Time Zone: (GMT+8:00)Asia‘Shanghai @ WDS SSID: Ruljie &
U Diagnostics - Uptime - 16Min04sec

5% system Tools |

WDS Group Info wDs Groups - 1

Y

i

Net Status - Connected
Model: EST310

Hostname MAC Latency SYS SN: CANA27V002980
Software Ver AP_2.0(1)B2P28,Release(07210111)
I Ruijie 30:0d:9e-07:a9:38 2ms. Hardware Ver: 1.00

MAC: 30:0d:9e:07:29:88

AP: 1 _ (Ruijie) Channel -52 Latency @ Flueni(1) Jitter(0) Freeze(0) Bandwidth @ Good(1)

CPE: 1. (Online: 1, Offline: 0) WDS SSID ‘@Ruijie-wds-adce: Interference @: Good(1) Medium(0) Poor(0)  RSSI @: Good(1) Medi

IP Address® 172.26.4.157
Subnet Mask: 255.255.252.0

E

Strong Signal me  Medium Signal: mes  PoOr Signal: me .
S J B LAN LANO- Disconnected
©VCR (AP)
@ < 400Mbps N 680Kbps  RSSI44db Noise FlooriUtilization - -104 dBm / 3%
< ) Rat Flow
y . Ruilie a Latency 2ms  Rate <« a0ompps T — 483Kops  Uptime 14Mint( Distance : 1000M

MAC: 30:0d:9e:07:ad:cC

P Channel: 52
IP: 172.26.4.155 onine o Transmit Power: 27dBm
e Channel Width - 40MHz
RSSI- -41db
Band: 586G

Click the LAN to edit the LAN configuration

1P Assignment
DHCP does not require an account.
IP Address 172.26.4 157
Subnet Mask 255 255 252 .0
Gateway 1722641

192 168.58 94

192.168.58.110

Click the AP’s WDS to edit the WDS configuration

Channel & Transmit Power

Channel | Auto
Channel Width

40MHz

Transmit Power | Auto

Distance = 1KM

Save

For the CPE, only show the WDS configuration and can’t edit
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Channel & Transmit Power

Channel 52

Channel Widih - 40MHz

In CPE mode, the local channel and channel width are consistent w

ith the peer channel and channel width,

Transmit Power | Auto

Distance | KM

© ~re you sure you want to reboot device Ruije?

Cancel

9.3 LAN setting

Change LAN settings, support DHCP and Static IP Address, default is DHCP

Ruijie | ZRcycc

Camera (CPE) & Pair Again JIERIE eIt

7} overview LAN
Configure LAN settings: @

@ LAN
“o Wireless v

DHCP nt
5 Diagnostics - Static IP Address

IP Address 192.168.110.164
5% system Tools ¥
Subnet Mask 255.255.255.0

Gateway 192.168.110.1

DNS Server 192168 110.1
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9.4 Wireless Setting

WDS SSID configuration, only support change the SSID and the default encryption mode is WPA/WPA2-PSK

Ruijie | sRcycc =

7 Overview WDS--VCR (AP)
Configure WDS parameters.
6% LAN
| wDs
“Zn Wireless o
*WDS SSID @Ruijie-wds-adcc Scan

77 WDS

. ) Save

77 Region

) C

/5 Diagnostics .

Channel & Transmit Power
% System Tools ‘

5G Channel Auto Bl Interference
Channel Width A0OMHz
Transmit Power =~ Auto

Distance KM

Save

Choose Channel & Transmit Power — 5G Channel, change the channel

Click the interference, will show the analysis of 5G channel and click to select a channel you want
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Ruijie | 5Rcycc =

{7 Overview WDS-VCR (AP)
Configure WDS parameters.

{0 LAN
| wDs
o Wireless ~
*WDS SSID @Ruijie-wds-adcc Scan
wr WDS Analysis (Current Channel: 56) & Refresh @
RFI Strength
. Save
<7 Region 1000
Highest
/s Diagnostics - 800
Channel & Transmit Power
% System Tools 500
5G Channel 56 (5.28Ghz) Bl Interference
Channel Width AQMHZ
Lowest
Transmit Power Auto I I I I
Channel 36 149 '5 15?
RFI Count © '5

Distance THM

Save

Choose Channel & Transmit Power — Channel Width, change the band width
Default is 40MHz, EST310 LAN only support 100M, so 40MHz is enough

Tip : Click to select a channel
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Ruijie | 7Rcycc =

{5 Overview WDS-VCR (AP)
Configure WDS parameters.
0% LAN
| wDs
Zo Wireless ~
*WDS SSID @Ruijie-wds-adcc Scan

vr WDS

. . Save

17 Region _
s Diagnostics v

Channel & Transmit Power
3% System Tools .

5G Channel 56 (5.28Ghz) Bl Interference

Channel Width 40MHz

Transmit Power Auto
20MHz

Distance 40MHz

80MHz

Save

Choose Channel & Transmit Power — Transmit Power, change the power
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Ruijie | 5Rcycc =

' overview WDS--VCR (AP)
Configure WDS parameters.

{C% LAN

| WDS
T Wireless ~
*WDS 351D @ Ruijie-wds-adcc Scan
vr WDS
: i
77 Reqgion
/s Diagnostics g

Channel & Transmit Power
2% System Tools .

5G Channel = 56 (5.28Ghz) B Interference

Channel Width 40MHz

Transmit Power Auto

Distance Auto

Low
Medium
High

Choose Channel & Transmit Power — Distance, change the distance

Note: The distance does not refer to the actual physical distance. For example, if there are obstructions at a distance of 1KM,
the performance requirements can be met by increasing the distance to 2KM
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Ruijie | zRcycc =

{5 overview WDS--VCR (AP)
Configure WDS parameters.
0% LAN
| WDs
“Zo Wireless A
*WDS SSID @Ruijie-wds-adcc Scan

17 WDS

: i

17 Region
/5 Diagnostics .

Channel & Transmit Power
>4 system Tools ‘

5G Channel 56 (5.28Ghz) El Interference

Channel Width 40MHz

Transmit Power Auto

Distance TKIM

1KM
2KM

3KM

9.5 System Setting

Choose System Tools —Time, change the time and NTP server
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Ruipie | sRcycc = Slogou

£} Overview Time
Configure and view time (The device has no RTC module. The time settings will not be saved upon reboat) @
465 LAN
Current Time  2020-11-17 16:49:15
% Wireless v

* Time Zone (GMT+8:00)Asia/Shanghai

s Diagnostics v
3¢ system Tools  ~
vy Time
77 Management
¢ Update

77 Reboot

* Time 2020-11-17 16:49:39 Current Time

2020-1117 16:49:39

40

41

oK

Choose System Tools —Management, support backup and import setup, reset the device and set the session timeout

Ruijie | Rcycc Y - <00

~ .
) Overview Backup & Import Reset Session Timeout
5% LAN Backup & Import
@ 15 the target version is much later than the current versian, some configuration may be missing @
before import
= Wireless ; Itis to choose Reset porting the setup. The device will be rebooted automatically later

s Diagnostics v | Backup Setup

9% systemToals

77 Time | Import Setup
7 Update

7 Reboot
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O polc nispATisd % (9A) AV m DDYDq % ‘ g“\‘uﬁ

~
1UoSMIT noizes2 15259 fogmi 3 quiIsa Waivisvo
182851 WAL 5
@ 121t quis2 hoqxd szselq Noitewpina srit gasd of nsw Loy 1l _noifswpitnoa fnsmua et 16sla lliw saivab srt prittazefl
N 2eslsiW 57
v 2oiizonpsid o

~ z2looT matey2 3

amiT 7

nsmspsneM 7

sisbqU 7

foodes 7

Ruisie | FRcycc [Cersen R ver e 2 parngan BROEY

~

{3 Overview Backup & Import Reset Session Timeout

& LAN @ session Timeout

76 Wireless } * Session Timeout | 3600 Sec

5 Diagnostics .

2% System Tools ~
7 Time
77 Management
/¢ Update

7z Reboot

Choose System Tools —Upgrade, support online upgrade, local upgrade and update all the devices in the network

Ruijie | ARcycc = —

A .
{5 Ovenview Online Update Local Update Update All Devices
03 LAN Online Update
Online update will keep the current configuration. Please do not refresh the page or close the browser. You will be redirected to the login page automatically after update
= Wireless -
Gurrent Version  AP_3.0(1)B2P28 Release(07210111) (Your version is the latest.)
5 Diagnostics -

% System Tools -

7z Time

77 Management

77 Updale

77 Reboot
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Ruigie | ZRcycc = SLgou

A .
{3 Ovenview Online Update Local Update Update All Devices
8% LAN Local Update

Please do not refresh the page or close the browser ®
o Wireless 4

Model EST310
5 Diagnostics -

Version AP_3.0(1)B2P28 Release(07210111) 1.00
5% System Tools -

Keep Setup [ (If the target version is much later than the current version, it is recommended not ta keep the setup.
77 Time

2 Updale

77 Reboot

Ruiie | = 210

~
{3 Overview Online Update Local Update Update All Devices
53 LAN Update All Devices
Update all devices in the network. Please do not refresh the page or close the browser @
o Wireless -
Model EST310
s Diagnostics -

Version AP_3 0(1)B2P28 Release(07210111) 1.00
5% System Tools ~

Keep Setup
77 Time
7+ Management Update File
77 Update
77 Reboot

Choose System Tools —Reboot to reboot the device

Ruyf’—é | = _VCR (AP) & Pair Again [ERCEEeL

{3 Overview Reboot
Please keep the device powered on during reboot @
5% LAN
“Zo Wireless -
@5 Diagnostics -

3% system Tools ~
77 Time
77 Management
77 Update

77 Reboot

9.6 PTMP setting

Access to the device, if the device mode is AP, need to switch to CPE mode
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@ You can reset the device to restore default pairing
status

Country/Region: Russia (RU)
Pairing Status: Default
Work Mode: VCR (AP)
WDS SSID: @Ruijie-wds-adcc

Custom:

1. Support one-to-many (one AP to many CPEs).

[

2. Replace the paired device.

Made Switchover

Previous VER (AF) _

WDSs SsID

Scan and select WDS SSID or enter WDS SSID

* WDS SSID: @Ruijie-wds-adcc Scan
WDS SSID List (Click o select a SSID.)

. =

WDS SSID SN

@Ruijie-wds-adcc - CAP91AS015076

Access to the device, if the mode is CPE, no need to switch mode

ZRcycc

English EIENEDY S Log Out

© Alarm
& AN Configuration is uninitialized.
Hostname Not Set: 1. @
v Admin Password Not Set 1 . Click here to change the password.

Country/Region: China (CN) @
Time Zone: (GMT+8:00)Asia/Shanghal @

s Diagnestics -

2% System Tools
WDS Group Info WDS Groups : 1 % Password @ | 3P Allocation @ | 3¢ SSID @

Channel — v
CPE: 1 _(Online: 0 , Offline: 1) WDS SSID —
Strong Signal: mem  Medium Signal: s Poor Signal: s
©VCR (AP) © Camera (CPE)
s Ruijie & @~
" MAC: 30.00:9e:06:d3:a6
No Device Available \P: 10.44.77.254 -

Choose Wireless — WDS, scan the SSID list and select a SSID, click Save
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Ruijie | GRcycc = SLagou

£ Overview WDS--Gamera (GPE)
Configure WDS parameters @
55 LAN
| wDs
“Zo Wireless ~
"WDSSSID | @Ruljie-wds-c535 WDS SSID List (Click to select a SSID.) .

7 WDS

i Save

i Region _

WDS SSID RSSI SN

‘(73 Diagnostics N I @Ruijie-wds-adcc -37 CANA2TK001708 |

Channel & Transmit Power
3% system Tools

56 Channel [ Interferer

Channel Width

In CPE mode, the lecal channel and channel
Transmit Power | Auto

Distance 1KM

Save

Tip

The network service will be unavailable fer a while. Do you

want to continue?
Cancel

PTMP success and show the actual topo on the overview
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English Camera (CPE) & Pair Again S log0

~ ’
{5 Overview

@ Alarm
G LAN Configuration is uninitialized.
Hostname Not Set: 3. @
%3 Wireless ~ Country/Region: China (CN) @
Time Zone: (GMT+8:00)Asia‘/Shanghai @

72 WDs
> Region WDS Group Info  WD$ Groups - 1 % Password @ | 3 IP Allocation @ | 3¢ SSID @
s Diagnostics v
% SystemTools - AP: 1 _ (Ruijie) Channel :52 Latency @: Fluent(2) Jitter(0) Freeze(0) Bandwidth ©: Good(2) Medium(0) Poor(0) -

CPE: 2 . (Online: 2 , Offline: 0) WDS SSID ‘@Ruilie-wds-a4cc Interference @: Good(2) Medium{0) Poor(0)  RSSI@: Good(2) Medium(0) Poor(0)

Strong Signal: === Medium Signal. ===  Poor Signal: =

MAC: 30:0d'9e:07:a9:88

©VCR (AP) < Camera (CPE)
B~ o - d00Mbps — 11.77Kops  RSSI-30db £ 168
_ Ruljie ¢ tateney ams RS soomops < T.62Kbps  Uptime 49Min31Sec . iy
S MAC: 30:00:9e:07:a4:cc S MAC: 30:00:9e:06:d3:a6
IP: 10.44.77.254 T IP: 10.44.77.254 T
§ - 400Mbps — 1258Kops  RSSI-430b 6@ v
Latency dms Rt < 400Mops " <—805KBps  Uptime 03Hr12Min18Sec Ruijie 2 =

P 104477254 | Onine

Ruijie | Rcycc

Camera (CPE) & Pair Again SRS Le]

{5 ovenview
© Alarm v
55 LAN Configuration is uninitialized.
Hostname Not Set' 3. @
Z Wireless ~ Country/Region: China (CN) @
Time Zone: (GMT+8:00)Asia/Shanghai € Camera Count Supported by Current
. \WDS WDS Link
Camera Type Count
77 Region WDS Group Info wDSs Groups - 1 B
100W Pixels (Data Rate: -
. 3m)
s Diagnostics - ?
130W Pixels (Data Rate: “
% SystemTools AP- 1 (Ruijie) Channel :52 Latency @: Fluent(2) Jitter(0) Freeze(0) Bandwidth ©: Good(2) Medium(0) Poor(0) 5M) ~
CPE: 2 _ (Online: 2, Offline: 0) WDS SSID :@Ruijie-wds-adce Interference ®: Good(2) Medium(0) Poor(0)  RSSI @: Good(2) Medium(0) Poor(D) 200W Pixels (Data Rate
8
BM)
Sirong Signal: s Medium Signal: m==  Poor Signal: s
300W Pixels (Data Rate: 5
< VCR (AP) < Came! 10m)
y —> 400Mops ‘ —>11.77Kbps  RSSI-39¢h s N 168G
: Ruijie & & Lalency 2ms  Rate — doomops P —rookop Uptme oM e y‘ Ruijie & &
- MAC: 30.0d:9ex( - MAC: 30.0d:9e:d6.d3.a6
IP: 104477254 LAN IP: 10.44.77.254 Onine
WDSs ~ - = 400Mops — 1258Kbps  RSSI-43db 6B
Latency dms  Rate ~— 400Mbps < 805KBPS  Uplime 03Hr12Min18Sec ; Ruijie 2
Reboot 8™ MAC: 30:00:9e:07:29:88
EEED 1P 10.44.77.254 Online

10 FAQ

1. Does Reyee Device support Telnet or SSH login?
No. Reyee device only support web management.

2. What is the default IP address of the Reyee switch?
10.44.77.200.

3. What is the IP address of the master device on the self-organizing network?

10.44.77.253
4. What is the device priority of the self-organizing network master selection? EG > AP > Switch
5. What is the difference between the default SSID @Ruijie-s and @Ruijie-m?

@Ruijie-m is generated after successful network self-organization, while @Ruijie-s is generated on a standalone device.




Reyee Series Implementation Cookbook

6.

Does the self-organizing network support to be formed between Reyee series devices and other Ruijie devices

(Running RGOS)?

No. Self-organizing network can only be formed between Reyee Series devices.

| failed to log into the eWeb management system. What can | do?

Perform the following steps:

(1) Check that the network cable is properly connected to the LAN port of the device and the corresponding LED indicator
blinks or is steady on.

(2) Before accessing the configuration GUI, set the IP assignment mode to Obtain an IP address automatically
(recommended), so that the server with DHCP enabled can automatically assign an IP address to the PC. To designate
a static IP address to the PC, set the IP address of the PC in the same network segment as the IP address of the

management interface. For example, if the default IP address of the management interface is 192.168.110.1 and the

subnet mask is 255.255.255.0, set the IP address of the PC to 192.168.110.X (X is any integer ranging from 2 to 254), and
the subnet mask is 255.255.255.0.

(3) Run the ping command to test the connectivity between the PC and the device.

(4) If the login failure persists, restore the device to factory settings.

What can | do if | forget my username and password? How to restore the factory settings?

To restore the factory settings, power on the device, and press and hold the Reset button for 5s or more, and release the
Reset button after the system LED indicator blinks. The device automatically restores the factory settings and restarts. The
original configuration will be lost after the factory settings are restored. After the restoration, the default management

address is http://10.44.77.254. You can set the username and password upon first login.
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